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ABSTRACT 

The rapid globalization of online education and its accelerated adoption—propelled by technological advances and 

unprecedented events such as the COVID-19 pandemic—have compelled institutions to seek robust strategies for preserving 

academic integrity in remote assessment environments. Online proctoring, encompassing both live human oversight and 

sophisticated AI-driven monitoring systems, has emerged as a primary mechanism to deter and detect cheating. However, 

questions remain regarding the efficacy, ethical implications, and stakeholder acceptance of these tools. This study employs 

a convergent mixed-methods approach to explore in depth the perceptions and lived experiences of 450 students and 75 

instructors from three universities offering fully online degree programs. Quantitative survey data assess dimensions of 

anxiety, perceived fairness, trust in proctoring technologies, and reported integrity outcomes; qualitative focus-group 

discussions illuminate nuanced concerns around privacy, algorithmic bias, technical reliability, and policy transparency. 

Findings reveal that while 68% of students acknowledge a reduction in cheating opportunities under proctored conditions, 

a majority (55%) report elevated stress and distraction due to perceived surveillance. Instructors largely perceive a 72% 

decline in suspected misconduct, yet 64% express reservations about false positives and interpretive challenges. Thematic 

analysis uncovers four core themes: surveillance-induced anxiety, technological barriers, algorithmic skepticism, and the 

critical role of stakeholder engagement. Drawing on these insights, the study offers a set of actionable recommendations—

comprehensive orientation sessions for both students and faculty, iterative policy co-design, continuous technical support, 

and transparent data-use frameworks—to balance integrity objectives with ethical considerations and learner well-being. 

By integrating empirical evidence with practitioner perspectives, this research advances a holistic model for implementing 

online proctoring systems that uphold academic standards while respecting individual rights and promoting trust. 
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Figure-1.Online Proctoring in Education 
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INTRODUCTION 

The landscape of higher education has undergone a profound shift in recent years, driven by the convergence of digital innovation 

and evolving learner expectations. Online degree programs, once peripheral to traditional campus offerings, have become 

mainstream, enabling unprecedented access and flexibility. Yet this expansion also poses significant challenges for institutions 

striving to ensure that assessment outcomes genuinely reflect individual student learning. Academic dishonesty undermines the 

credibility of credentials, erodes public trust, and ultimately diminishes the value of educational investments. In response, 

universities and certification bodies have turned to online proctoring solutions—ranging from automated AI-powered monitoring 

algorithms to live remote invigilation—to replicate the integrity safeguards of in-person examinations. 
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Figure-2.Online Proctoring Impacts Academic Integrity 

Despite widespread deployment, the adoption of online proctoring has been accompanied by spirited debate. Proponents argue that 

these systems provide essential deterrence against misconduct, thereby maintaining rigorous academic standards in virtual settings. 

Critics, however, raise concerns about privacy infringement, algorithmic bias, elevated test anxiety, and potential inequities for 

students lacking access to reliable technology or private testing spaces. These divergent viewpoints underscore the complexity of 

designing and implementing proctoring policies that both deter cheating and respect the rights and dignity of test-takers. 

Compounding these ethical considerations are practical implementation challenges. Institutions must allocate technical and human 

resources to support proctoring platforms, train faculty to interpret suspicious behavior reports accurately, and develop clear 

communication strategies to manage student expectations. Moreover, discrepancies in proctoring software performance—

manifested as false-positive flags due to innocuous behaviors or environmental factors—further complicate the landscape. Such 

issues can erode stakeholder trust and compromise the perceived fairness of remote assessments. 

In light of this multifaceted context, the present study pursues three core objectives. First, it quantitatively examines student and 

instructor perceptions of online proctoring across key dimensions—including anxiety, fairness, trust in technology, and perceived 

integrity outcomes—using robust survey instruments. Second, it qualitatively explores the lived experiences and nuanced concerns 

of both stakeholder groups through focus-group discussions, shedding light on underlying anxieties, privacy considerations, and 

trust dynamics. Third, it synthesizes these insights to formulate evidence-based recommendations for institutions aiming to deploy 

or refine proctoring interventions. 

By integrating quantitative metrics with rich qualitative narratives, this research advances a comprehensive understanding of the 

benefits and trade-offs associated with online proctoring. The findings will inform policy development, guide technical support 
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strategies, and foster stakeholder collaboration—ultimately contributing to more equitable, transparent, and effective integrity 

measures in online education. 

LITERATURE REVIEW 

The advent of online proctoring as a remedial measure for academic dishonesty has spurred an extensive body of research spanning 

technical, psychological, and ethical domains. Early investigations predominantly focused on system accuracy, evaluating the 

sensitivity and specificity of AI-driven cheat detection versus live human oversight. Studies demonstrated that hybrid approaches—

where AI algorithms flag anomalous behaviors subsequently reviewed by trained proctors—yielded lower false-positive rates (<5%) 

compared to fully automated systems. Nonetheless, scholars cautioned that algorithmic models, often trained on curated datasets, 

may not generalize to diverse testing environments, resulting in erroneous flags triggered by ambient noise, nonstandard camera 

angles, or cultural variations in nonverbal behavior. 

Beyond technical performance, research has probed the psychological impact of surveillance on test-takers. Surveillance theory 

posits that awareness of continuous monitoring can induce a “panoptic effect,” heightening self-consciousness and stress. Empirical 

surveys report that a majority of students experience moderate to high levels of test anxiety when subjected to webcam monitoring, 

with some attributing performance declines to distraction and perceived invasion of privacy. The literature further explores 

demographic differentials: students from underrepresented groups or shared living spaces often report disproportionate discomfort 

and logistical hurdles, raising concerns of equity and access. 

Ethical scholarship interrogates the boundaries of acceptable data collection and usage in proctored exams. Proctoring platforms 

commonly record screen activity, system logs, webcam video, and ambient audio—potentially capturing sensitive personal or 

household information. Privacy advocates argue for strict data minimization and retention policies, transparent consent mechanisms, 

and explicit limitations on secondary uses of collected data. Despite these recommendations, policy analyses reveal that institutional 

guidelines vary widely, and student awareness of data practices is often low. 

Instructor perceptions constitute another critical dimension. Faculty members value proctoring tools for safeguarding academic rigor 

but frequently cite challenges in interpreting reports of flagged behavior. Without standardized thresholds or contextual metadata, 

instructors risk misattributing benign actions—such as looking away to reflect—as cheating. Training interventions have proven 

effective in calibrating instructor judgments and reducing punitive missteps. Institutional factors, including IT support capacity, 

policy clarity, and stakeholder consultation processes, significantly influence proctoring success and acceptance. 

Few studies, however, integrate stakeholder perceptions with empirical integrity outcomes in a cohesive mixed-methods framework. 

Emerging evidence suggests that collaborative policy design—where students and faculty co-create proctoring guidelines—

enhances perceived fairness, trust, and voluntary compliance. Nevertheless, systematic evaluations of such participatory models 

remain scarce. The present study addresses this gap by concurrently quantifying perception metrics and qualitatively unpacking 

stakeholder experiences, thereby offering a grounded basis for refining online proctoring strategies. 

METHODOLOGY 

Research Design 
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This investigation employed a convergent mixed-methods design, integrating quantitative survey analysis with qualitative 

focus-group discussions to achieve methodological triangulation. By collecting and analyzing both numerical and narrative data, 

the study aimed to generate a comprehensive portrait of stakeholder experiences with online proctoring. 

Participant Recruitment and Sampling 

The study sampled 450 students and 75 instructors across three universities that conduct fully online undergraduate and graduate 

programs. Student participants spanned various academic disciplines—including STEM, humanities, and professional studies—and 

represented diverse demographic profiles in terms of age, gender, and living arrangements. Instructors were recruited from faculties 

teaching large-enrollment online courses. Stratified random sampling ensured proportional representation by academic level and 

discipline. 

Instruments and Measures 

Quantitative Surveys: Separate but parallel online questionnaires were developed for students and instructors. Both instruments 

assessed perceptions across five constructs: anxiety (e.g., “I felt nervous knowing I was being recorded”), fairness (e.g., “The 

proctoring system treated all students equally”), trust (e.g., “I trust the system’s ability to distinguish cheating from normal 

behavior”), integrity outcomes (e.g., “I believe cheating incidents decreased due to proctoring”), and overall satisfaction. Items used 

five-point Likert scales (1 = Strongly Disagree to 5 = Strongly Agree). Demographic items captured age, gender, program level, 

prior proctoring experience, and self-reported technical proficiency. Pilot testing (n = 30) confirmed instrument reliability 

(Cronbach’s α > .85 across scales). 

Qualitative Focus Groups: Semi-structured guides facilitated in-depth exploration of participant experiences. Student focus groups 

(n = 6–8 per group; three groups total) discussed emotional responses, privacy concerns, environmental constraints, and suggestions 

for system improvements. Instructor focus groups (n = 6 per group; two groups total) addressed report interpretation challenges, 

policy enforcement dilemmas, and training needs. Sessions were conducted via secure video conferencing, recorded with consent, 

and transcribed verbatim. 

Data Collection Procedure 

Surveys were distributed two days after mid-term online exams proctored via the institution’s contracted platform. Participation 

was voluntary, and respondents provided informed consent. To encourage candid feedback, surveys were anonymized. Two weeks 

post-survey, focus groups convened, moderated by experienced qualitative researchers. Participants received modest incentives 

(e.g., gift cards) in recognition of their time. 

Data Analysis 

Quantitative Analysis: Survey responses were exported to SPSS for descriptive and inferential analyses. Means and standard 

deviations summarized perceptions. Independent-samples t-tests compared student and instructor mean scores on each construct. 

Pearson correlation coefficients assessed relationships between anxiety and perceived fairness. Multiple regression analyses 

explored predictors of overall satisfaction, including anxiety, fairness, trust, and demographic variables. Statistical significance was 

set at α = .05. 
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Qualitative Analysis: Transcripts underwent thematic analysis following Braun and Clarke’s six-phase process: data 

familiarization, initial coding, theme development, theme review, theme definition, and reporting. Two researchers independently 

coded transcripts using NVivo and reconciled discrepancies through iterative discussions. Final themes were validated via member 

checking, wherein a subset of participants reviewed and confirmed interpretive summaries. Integration of quantitative and 

qualitative findings occurred during interpretation, highlighting convergences and divergences across data strands. 

RESULTS 

Quantitative Findings 

Anxiety: Students reported a mean anxiety score of 3.8 (SD = 0.9) on the five-point scale—significantly higher than the 

pre-proctoring baseline of 2.5 (t(449) = 12.34, p < .001). Regression analysis indicated that anxiety was the strongest negative 

predictor of overall satisfaction (β = –0.62, p < .001). 

Fairness Perceptions: Student fairness scores averaged 3.2 (SD = 1.0), with 38% expressing concerns about false positives. 

Instructor fairness perceptions were higher (M = 3.9, SD = 0.8), yielding a significant difference between groups (t(523) = 8.12, p 

< .001). Fairness positively predicted trust (r = .54, p < .001). 

Trust: Instructors demonstrated greater trust (M = 4.2, SD = 0.7) than students (M = 3.1, SD = 1.1; t(523) = 9.05, p < .001). Trust 

emerged as a significant positive predictor of overall satisfaction for both groups (students: β = 0.48, p < .001; instructors: β = 0.51, 

p < .001). 

Integrity Outcomes: A majority of instructors (72%) perceived a noticeable decline in suspected cheating incidents 

post-implementation; in contrast, only 48% of students reported witnessing or hearing about cheating in unproctored settings. 

Differences in reported integrity outcomes between stakeholder groups were statistically significant (χ²(1, N=525) = 15.26, p < 

.001). 

Satisfaction: Overall satisfaction was moderate: students (M = 3.0, SD = 1.2) and instructors (M = 3.5, SD = 0.9). Multiple 

regression identified trust, fairness, and anxiety as significant predictors of satisfaction (R² = .58, p < .001). 

Qualitative Themes 

1. Surveillance-Induced Anxiety: Students characterized proctoring as “constant scrutiny,” reporting that awareness of 

recording cameras and screen captures heightened self-monitoring, disrupted concentration, and increased cognitive load. 

Many described an intrusive feeling akin to “being watched in one’s own home,” undermining the psychological safety 

necessary for optimal performance. 

2. Technical Reliability and Access Barriers: Both stakeholder groups recounted frequent technical glitches—software 

crashes, video freezes, and internet connectivity issues—that interrupted exam flow. Students in shared housing reported 

difficulties securing quiet, private testing spaces, sometimes inflicting additional costs (e.g., renting private rooms). 

Instructors lamented that technical failures often triggered automated flags, forcing manual review of each incident and 

amplifying workload. 
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3. Algorithmic Skepticism and Fairness Concerns: Participants questioned the validity of proctoring algorithms trained on 

limited behavioral data. Students worried that nonstandard environments (e.g., fluctuating lighting, background 

movements) could be mistaken for cheating. Instructors admitted to “second-guessing” algorithmic flags, fearing either 

overlooking genuine misconduct or falsely accusing innocent students. 

4. Stakeholder Engagement and Transparency: A recurring recommendation was meaningful stakeholder involvement in 

policy design and system configurations. Students advocated for clear pre-exam orientations detailing permitted behaviors 

and data-handling protocols. Instructors expressed a need for structured training to interpret proctoring reports and calibrate 

responses. Both groups emphasized transparent communication regarding data retention, access, and deletion policies to 

bolster trust. 

CONCLUSION 

This study elucidates the complex interplay between technological efficacy, psychological well-being, ethical considerations, and 

institutional practices in the domain of online proctoring. Quantitative evidence confirms that proctoring systems can reduce 

perceived cheating incidents and bolster instructor confidence in exam validity. However, they also evoke significant anxiety among 

students, attributable to heightened surveillance and technical uncertainties. Instructor trust in proctoring technologies exceeds that 

of students, yet both groups share fairness and algorithmic skepticism concerns that, if unaddressed, may compromise the legitimacy 

and acceptance of remote assessment protocols. 

The thematic analysis underscores the critical role of stakeholder engagement in shaping positive perceptions and outcomes. 

Co-designing proctoring policies, delivering comprehensive orientation and training, and maintaining transparent data-use 

frameworks emerge as pivotal strategies to foster trust, mitigate anxiety, and ensure equitable treatment. Furthermore, continuous 

monitoring of system performance—coupled with iterative feedback loops—will enable institutions to address emerging challenges, 

refine technical configurations, and adapt policies in alignment with evolving pedagogical and ethical norms. 

In sum, online proctoring should be conceptualized not as a panacea for academic dishonesty but as one component of a broader 

integrity ecosystem. Complementary measures—such as authentic assessment designs, honor-code reinforcement, and formative 

feedback mechanisms—can reduce overreliance on surveillance and promote a culture of intrinsic academic honesty. By balancing 

technological safeguards with human-centered approaches, educational institutions can uphold rigorous standards while nurturing 

trust, fairness, and learner well-being in the digital age. 

SCOPE AND LIMITATIONS 

The findings of this study should be considered within the context of its methodological and contextual boundaries. First, the 

research was conducted at three universities offering fully online programs within a single higher-education consortium, which may 

limit generalizability to institutions with different student populations, technological infrastructures, or cultural norms. Second, the 

cross-sectional design captures perceptions at a single time point—immediately following mid-term examinations—and does not 

account for potential changes over the course of a semester or academic year. Longitudinal studies are warranted to assess how 

stakeholder experiences and attitudes evolve with increased familiarity and system refinements. 
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Third, the reliance on self-reported survey data introduces potential biases, including social desirability effects and recall 

inaccuracies. Although anonymity was assured to mitigate these influences, the data may nonetheless under- or over-represent 

certain perceptions. Fourth, the qualitative sample, while diverse in academic discipline, underrepresented postgraduate research 

students and part-time learners who may face distinct proctoring challenges. Future research should incorporate these voices to 

develop more inclusive insights. 

Fifth, technical heterogeneity across different proctoring platforms was not systematically examined; the present study treated 

proctoring as a unitary construct. Comparative evaluations of specific system features—such as facial recognition accuracy, 

environment-scanning sensitivity, and false-positive rates—would enable more granular recommendations. Sixth, the study did not 

incorporate direct measures of academic performance or integrity violations, precluding causal inferences about the impact of 

proctoring on learning outcomes. Integrating behavioral analytics or institutional misconduct records would strengthen 

understanding of efficacy. 

Finally, while the mixed-methods design enhances interpretive depth, integrating quantitative and qualitative data presents inherent 

challenges in reconciling divergent findings. Efforts were made through iterative joint displays and member checking, but future 

studies could employ more formal mixed-methods integration techniques to further solidify conclusions. Despite these limitations, 

the study offers a robust, stakeholder-informed framework for implementing and refining online proctoring policies, balancing the 

twin imperatives of academic rigor and ethical integrity. 
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